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HCIIONB30BaHMEM  CPEACTB  KpHITOrpaduyeckodt  3allUThl  HHpOpMAaLHH,

HeoOXOAMMBIX ISl BHINONHEHMs ycTaHOBIeHHBIX [IpaBurenscTBoM Poccuiickoit
Qenepanuy Tpe6OBaHMI K 3allHTEe NEPCOHANBHBIX JAHHBIX IS KaXIOro M3

YpOBHei! 3alUILEHHOCTH.
HJupexrop

A.boptHHKOB

Bepro: navanshux JITY ®Ch Poccf{i{ e




ITpunoxenue

k npukazy ®Cb Poccun
or 10 wmpons 2014 r.
Ne 378

CocTaB u cofilepXXaHHe OpraHU3alMOHHBIX 1 TEXHUYECKUX MEp 10 06eCTIeYeHHIO
6€301aCHOCTH NePCOHANBHBIX AaHHBIX MpH UX 00paboTke B MHOOPMALMOHHBIX
cHCTeMaX NepCOHaNBHBIX JAaHHBIX C KCTIOIb30BAHUEM CPEACTB
KpunTorpaduyeckoi 3alUThl HHGOPMaNH, HEOOXOJUMBIX JJ1Sl BRITIONHEHHS
ycranoBneHHbIx [IpaBurensctBoM Poccuiickoit @enepauuun TpeboBanuil k 3amiute
NepCOHANBHBIX JaHHBIX [ KaXJ0T0 U3 ypOBHEH 3allMIIEHHOCTH

I. OO6mue nonoxeHus

1. Hactosmmit ~ HOKYMEHT  OIIpEeAeNsieT  COCTaB A colep)KaHHeE
OpraHM3alMOHHBIX W TEXHHYECKMX Mep no obecneyeHio 6e30MacHOCTH
NepCOHANBHBIX JaHHBIX INpH KX 00pafoTke B HMHQPOPMAIMOHHBIX CHCTEMAX
IIEpCOHANBHBIX AaHHBIX (Hanee — MHGOPMALMOHHAs CHCTEMA) C MCIOJb30BAHHEM
cpeacts  kpunrorpaduyeckoi 3amuThl MHObopmauuu (manee - CK3H),
HEOOXOMUMBIX AJIS BHINOJIHEHUS ycTaHoBIeHHBIX [IpaButensctBom Poccuiickoit
Qenepauuyn TpeOOBaHMH K 3allUTe MEPCOHAIBHBIX NAHHBIX I KaXIOro M3
YPOBHE#! 3alIUIEHHOCTH.

2. Hactosammii TOKyMeHT mpeaHa3sHa4eH IJI1 OMNepaTopoB, HMCIIONb3YIOLIMX
CK3U nns obecnieyeHus 6€30MacHOCTH NEPCOHATBHBIX JaHHBIX MpH UX obpaboTke
B HH(QOpPMaI[MOHHBIX CHCTEMAX.

3. [lpuMeHeHHe OpPraHM3alMOHHBIX M TEXHUYECKHX MEp, ONpeleNeHHBIX B
HACTOslleM [OOKyMeHTe, o0ecleyuBaeT omnepatop ¢ YyderoM TpeboBaHMM
9KCIUTyaTallHOHHBIX JokyMeHToB Ha CK3H, ucnonesyemele mis obecrnedeHHst
0€e30MaCHOCTH [E€PCOHANBHBIX AaHHBIX NpH MX 00paboTke B MHOOPMALMOHHBIX
CHCTEMaX.

4. Okcruryatagus CK3M  gomxHa OCYIMECTBIIATBCS B COOTBETCTBHH C

nokymentauueinr Ha CK3U u TpeGoBaHMAMH, YCTAHOBIEHHBIMU B HACTOSIIEM
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JOKYMEHTE, a TaKX€ B COOTBETCTBHH C WHBIMH HOPMAaTUBHBIMH IIpaBOBBIMH

aKTaMH, peryJupyrolmiMMu OTHOIIICHHS B OOOTBCTCTBYIOIIIeﬁ obnacTH.

II. CocTaB U cofepXaHUe OpPraHU3aLMOHHBIX U TEXHHYECKHX Mep, HEOOXOAMMBIX
1715 BBIOJIHEHMS YCTaHOBNEHHBIX [IpasutenscTBoM Poccuiickoit ®enepanuu
TpeGOBaHMii K 3aLUMTE IEPCOHATBHBIX JAHHBIX U1 4 yPOBHSA 3alMIIEHHOCTH

5.B coorBercTBuM ¢ myHkTOM 13 TpeGoBaHuit K 3aliuTe NEPCOHANBHBIX
JaHHBIX NpH UX 00paboTke B HHGOPMALUMOHHBIX CHCTEMAX MEPCOHAIBHBIX
OaHHBIX, YTBEpXICHHbIX MocTtaHoBneHueM IlpasurensctBa  Poccuiickoit
Oenepamu oT 1 Hosbps 2012 r. Ne1119' (manee — TpeGosamms K 3amwure
NEPCOHANBHBIX MAaHHBIX), MU ofecmedeHHs 4 ypOBHA 3alIUIIEHHOCTH
[EPCOHANBHBIX JAHHBIX INpH HX 00paboTke B HH(POPMALHOHHBIX CHCTEMax
HEO0XOIMMO BBINOTHEHHE CIIEAYIOIMX TpeOOBaHHIA:

a) opraHu3auus pexuma obecrieueHus 6€30MacHOCTH NOMELIeHHH, B KOTOPEIX
pasMmelleHa HHQOPMAalMOHHAas CHCTeMa, MpPENATCTBYIOLIEr0 BO3MOXXHOCTH
HEKOHTPOJIUPYEMOTO IPOHMKHOBEHHS! WM NpeObIBaHNS B 9THX NMOMEILEHHIX JIHLI,
He UMEIOILMX NpaBa AOCTYIa B 3TH MIOMELLIEHNS;

6) obecneyeHre COXpaHHOCTH HOCHTENEH NIEPCOHANIBHBIX AAaHHBIX;

B) yTBEDXXAECHHE PYKOBOAUTENEM OIepaTtopa AOKYMEHTA, ONpeeNsIOEero
NepeyYeHsb JIML, JOCTYN KOTOPBIX K NEPCOHANbHBIM JaHHBIM, 00paGaTeiBaeMEIM B
MHOOPMALIMOHHOM CHCTeMe, HeoOXOOMM [Jis BBIONHEHHUS HMMH CIyXeOHBIX
(TpylOBEIX) 00S3aHHOCTEIH;

I) HCTOJB30BaHHE CPEACTB 3alUTHl MHGOPMALMHK, MPOLIEAIINX MPOLELYPY
OLIEHKH COOTBETCTBHs TpeOOBaHMAM 3aKkoHOAaTeNnbCTBa Poccuiickoit Genepaunu B
obsacTu obecrnieyeHns 6e30MacHOCTH HHPOPMAaLMH, B Clly4yae, KOraa npuMeHeHHe
TaKHX CpeJCTB HEOOXOMMO AT HeATpaau3aLuy aKTyalbHbIX Yrpos.

6. /Ina BbIMONHEHHS TpeOoBaHMS, YKa3aHHOTO B IOAINYHKTE «a» NMyHKTa 5
HacTOsLIero NOKyMEHTa, Heo6xonuMo obecrieyeHue pexuma, NMpensTCTBYIOLIero
BO3MOXXHOCTH HEKOHTPOIMPYEMOTO MNPOHMKHOBEHHWS WM npeObIBaHUSA B

NOMELIEeHUAX, Iae pasMeleHsl ucnoiabdyemole CK3H, xpansrca CK3U u (uim)

! Cobpanne 3akonoaarensctBa Poccuiickoit ®enepaunn, 2012, Ne 45, 6257.
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HOCHTENM KIIOYEBOH, ayTeHTH(uUuupylcmed U maponbHo# MHbopmaunu CK3U
(nanee — [Nomeluenus), UL, He UMEIOIIUX NpaBa foctyna B Ilomemenus, KoTopoe
JOCTHraeTcs MyTeM:

a) ocHameHus [ToMelueHu#i BXOJHBIMH ABEPbMM C 3aMKaMH, obecliedeHHs
NOCTOSHHOTO 3aKphITHA ABepeil [loMeliennii Ha 3aMOK ¥ X OTKPBITUS TOJIBKO IS
CaHKUMOHHMPOBAHHOIO MNpOXOAa, a TakKe onedaTbiBaHua [lomemeHuit o
OKOHYaHMH pabodero AHA WM obopynosaHHe [loMelieHHH COOTBETCTBYIOLIMMHU
TEXHUYECKMMH YCTPOHCTBAMH, CHTHAIM3HPYIOIUMMH O HECaHKLHOHHPOBAHHOM
BcKpeiTuH [ToMemienuii;

6) yreepxaenus npasun gocryna B Ilomemenus B pabouee u HepaGouee
BpeMs, a TaK)Ke B HEIITAaTHBIX CUTYalUsX;

B) YTBEPXKACHHSA NIEpEYHs JIML, MMEIOWKX NpaBo AocTyna B [ToMemeHus.

7. ins BHINOJHEHMs TPeGOBaHMs, YKa3saHHOro B NOANMYHKTe «6» IyHKTa 5
HacCTOALIEro JOKYMeHTa, Heo6X0auMO:

a) OCYLUECTBIIATh XpaHEeHHe CheMHBIX MAIUMHHBIX HOCHTEJIEH NepCOHABHBIX
AaHHBIX B ceifidax (Meranmnuueckux mkadax), oGOpPYHOBAHHBEIX BHYTPEHHUMH
3aMKaMH ¢ AByMs MM Gonee nybnukaTaMu KIIOYEH M NPUCTIOCOBNEHMAMH Ui
OMNeYaThIBaHUS 3aMOYHBIX CKBaXXHH HJIM KOJOBBIMH 3aMKaMH. B ciyyae ecnu Ha
CbEMHOM MAIUHHHOM HOCHTEJIE€ [EPCOHAJIBHBIX MaHHBIX XPaHATCA TOJBKO
NepcoHallbHble NaHHBE B 3allMppoBaHHOM c Hcmosb3oBanueM CK3U Buze,
AOMYCKAeTCs XpaHeHHe TAKUX HoCcUTenel BHe ceiidoB (MeTannnueckux mwkagdos);

6) OCYIECTBIAT  MOJK3EMIUIAPHBIA  y4eT  MANIMHHBIX  HOCHTeNel
NepCOHaNBHBIX NAHHBIX, KOTOPBIA MOCTHraeTcs IyTeM BeleHHs JXypHana yyeTa
HOCHUTENIeH MEPCOHANBHBIX MNaHHBIX C MCIONB30BAHHEM PETHCTPALMOHHBIX
(3aBOICKMX) HOMEPOB.

8. [lna BeImMONHeHHs TpeGOBaHMs, YKa3aHHOTO B MOAIMYHKTE «B» MyHKTa 5
HaCTOALIEro A0KyMeHTa, Heo6X0auMo:

a) paspaboTaTh W YTBEPAWTb HOKYMEHT, OMNpENENAIOMWMHA INepedYeHsb JIMII,

AOCTyIl KOTOpPBIX K NNEPCOHAIbPHBIM JNaHHBIM, 06pa6aTI>IBaCMbIM B
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MHOOPMALMOHHON CcHCTeMe, HeoOXOAWM [ BBHIIONHEHHS HMH CIY)XEGHBIX
(TpymoBbIX) 06s3aHHOCTEH;

0) nojiepXXuBaTh B AaKTYaJbHOM COCTOSHHH JOKYMEHT, OIpEeAeNsIOLIMi
nepeyYeHb JHUL, AOCTYN KOTOPBIX K MEPCOHANBHBIM [aHHBIM, 06pabaTeiBa€MbIM B
MHPOPMALIMOHHON CcHUCTeMe, HeoOXOHMM Uil BBIMOJIHEHHS HMH CIYXEOHBIX
(TpyRoBbIX) 00s3aHHOCTEH.

9. Jlna BHIMONMHEHUs TpeGOBaHMS, YKa3aHHOTO B IOANYHKTE «r» IYHKTa 5
HACTOALIEr0 JOKYMEHTa, HEOOXOAMMO s KaXJOro M3 ypOBHEH 3alllUIEHHOCTH
nepcoHanbHbIx naHHbBIX npuMeHenne CK3M cooTBercTBylomero Kiacca,
no3poyMIOWMX obecrnieunBaTth 6e30MacHOCTb NEPCOHANBHBIX JaHHBIX IIPH
peanu3alMHy LieJICHANPaBIeHHBIX ACHCTBHHA C HCIIONB30BAHHEM alNapaTHBIX
¥ (WJIH) TIPOrpaMMHBIX CPEACTB C LENbI0 HapylleHHs 6e30MacHOCTH 3allMIAeMBbIX
CK3H nepcoHanbHBIX JaHHBIX HIIH CO3[aHHMs YCIIOBHH Iif 3TOro (Aanee — ataka),
KOTOpO€E OCTUIaeTCs IyTeM:

a) MOMyYEeHUs] HMCXOAHBIX JaHHBIX MANS (OPMUPOBAHHA COBOKYITHOCTH
TpPeaNnooXeHUH 0 BO3MOXXHOCTAX, KOTOPbIe MOTYT MCIOJIB30BAThCA MIPU CO3AaHHH
€rnoco0oB, MOATOTOBKE U MPOBEAEHUH aTaK;

6) bopMHpOBaHHS U YTBEPXK/AEHHS PYKOBOLHUTENEM ONEPaTOpa COBOKYITHOCTH
NPEANO0KEHHUH 0 BO3MOXKHOCTAX, KOTOPBIE MOTYT HCIOJIb30BAThCA MIPH CO3AaHHUH
crnoco®oB, NOATOTOBKE M INPOBENEHHUH aTak, ¥ ONpeleNieHHe Ha 3TOM OCHOBE U C
y4eToM THIIa aKTyalbHEIX yrpo3 TpeGyeMoro knacca CK3H;

B) HCNIONB30BaHUs Ay obecrieyeHnss TpeGyeMoro YpoBHS 3alHIEHHOCTH
NepCOHANBHBIX NaHHBIX IpU UX 00paboTke B MHPopMauuoHHOH cucteMe CK3M
knacca KC1 u Beiie,

10. CK31 xmacca KC1 mnpumeHsiorcs i HeHTpalM3alM{ aTaK, NOpH
CO3JaHUM Croco0OB, MOATOTOBKE M MPOBENEHHH KOTOPBIX HCIONb3YIOTCSI
BO3MOXKHOCTH U3 YHCJIA CIIeYIOIUX:

a) co3xaHHe CrmocoboB, MOArOTOBKA M NpOBEACHHUE aTak 0e3 HpUBICUYEHUS

CIeUHaNHCTOB B 06n1acTu paspaboTku U aHanu3a CK3U;
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6) co3nanue cnocoboB, NOAroTOBKA M NPOBEJCHUE aTaK Ha Pas3IM4HBIX Tanax
xusHerHoro mukia CK3U';

B) IpOBEACHHE aTaKi, HAXOAACh BHE NPOCTPAHCTBA, B Ipeienax KOTOPOro
OCyWIECTBISIETC KOHTPONb 3a NpeObIBAHMEM M AEHCTBUAMH JHU U (WIH)
TPaHCIOPTHBIX CPEACTB (Jajiee — KOHTPOJHpYEMas 30Ha)’;

r) IpoBefieHHe Ha OdTanax pa3pabGoTkd (MOAepHM3aLMH), NPOM3BOACTBA,
xpaneHus, TpaHcnoptupoBkd CK3UW u srane BBoza B skcmiyaranuio CK3U
(myckoHanano4Hele paboThl) CIENYIOIUX aTaK:

BHECEHHE HeCaHKUUOHUpoBaHHBIX M3MeHeHuit B CK3U wu(uim) B
KOMIIOHEHTB! annapaTHbIX M MPOrpaMMHBIX CPENCTB, COBMECTHO C KOTOPBIMH
wratHo QyHkunMoHupyloT CK3W M B COBOKYNHOCTH NpEICTaBISAIOLIKME Cpexy
¢ynkunonupoBanus CK3H (manee — C®), koTOphie CHOCOOHBI MOBIMATH Ha
BolnonHenue npeapsaBuasieMblx K CK3W TpeGoBaHuii, B TOM uuclie ¢
HCNO0Jb30BaHHEM BPEIOHOCHBIX MPOrpamM;

BHECEHHE HECAaHKIMOHHUPOBAHHBIX U3MeHeHUH B foxymeHTtaumoo Ha CK3M u
koMnioHeHTel CO;

I) IpoBefileHHe aTak Ha dTarne 3kciuryatauun CK3U Ha:

NepcoHalIbHbIE RAHHBIE,

KJII0YEBY10, ayTEHTHOHLUPYIOLIYIO B naponbHyro HHpopmanuio CK3H;

nporpamMmHble KoMItoHeHTsl CK3U;

annapaTtHble KomnoHeHTsl CK3H;

nporpaMMuble koMnoHeHThl C®, BKmodas nporpaMmHoe obecnedenue
BIOS;

anmnapaTHsle KOMIOHeHThl CD;

JaHHbIe, epelaBaeMble [0 KaHaJlaM CBA3Y;

HHBIE OOBEKTHI, KOTOphle YCTAHOBJICHB! IPH (POPMHPOBAHUH COBOKYIHOCTH

npe,unonoxceﬂnﬁ 0 BO3MOXXHOCTSX, KOTOPBIE MOTYT UCIIOJIb30BAThLCA IIPHU CO3AaHU U

'K sranam xmusnenHoro mukna CK3H oTHocaTcs paspaboTka (MOJEpHH3aLMSA) YKa3aHHbIX CPEACTB, HMX
NpOM3BOACTBO, XPaHEHHE, TPAHCTIOPTHPOBKA, BBOA B IKCIUTyaTallHIO (MyCKOHANAN04Y Hbie paboThl), IKCILTYaTALIHA.

I'panuueli KOHTpONMpyeMO# 30HbI MOTYT ObITh NEPHMETP OXPAHAEMOM TEPPHUTOPHUH NpPEaNpPHATHS
(yupexnaeHus), OorpaxIaloliHe KOHCTPYKLHMH OXPaHAEMOro 3laHuA, OXPAaHAEMON 4acTH 3MAaHHA, BBIAENEHHOI O
TIOMELICHUA.
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cnoco6oB, IOArOTOBKE ¥ TPOBEJEHHH aTaKk ¢ YYeTOM [IPHMEHSEMEIX B
HHGOPMALIMOHHO#M cHCTeMe HHGOOPMAIMOHHBIX TEXHOJIOTHH, annapaTHBIX CPEACTB
(nanee — AC) u nporpammHoro o6ecneuenus (nanee — I10);

€) NoMyYeHHe U3 HAXOMALIUXCA B CBOGOAHOM JOCTYIE HCTOYHHKOB (BKJIIOUast
MHQOPMALIMOHHO-TEIEKOMMYHHKALMOHHME CETH, JOCTYIl K KOTODBIM He
OrpaHM4eH ONpEeAeNeHHBIM KpYroM JHML, B TOM 4YHCle HHOOPMALHUOHHO-
TeJIEKOMMYHHKALMOHHYIO ceTh «/HTepHeT») HHPopManuK 06 HHPOPMALHOHHOM
cucreme, B kotopoi Hcronezyercs CK3HW. Ilpu stom Moxer ObITh MoiydeHa
cieaymoomas uHpopMauus:

obmue cBeneHuss 06 MHGOPMALOHHON CHCTEMe, B KOTOPOH HCIOJB3yeTCs
CK3M (nasHaueHHe, COCTaB, ONIEPaTOP, OOBEKTHI, B KOTOPBIX Pa3MeILEHbl PeCypCh
HH(OPMaLIMOHHO! CHCTEMEI);

cBefeHMs 00 WMHGPOPMAUMOHHBIX TeXHONOrusx, Gasax gnanumix, AC, IIO,
HCIIONB3yeMBIX B  HH(OpMauLMOHHOH cucremMe coBmectTHo ¢ CK3H, 3a
MCKIIOYEHUEM  CBENICHMH, CONEPXAIMXCH TONBKO B  KOHCTPYKTOPCKOM
JOKYMEHTallMH Ha HMHGOpPMAalHOHHBIE TEXHOJOruH, Oasbl nanHmx, AC, I10,
MCTIOJIb3yeMble B HHPOPMaUHOHHO# cucTeMe coBMecTHO ¢ CK3H;

coJep>aHHe KOHCTpYKTOpcKoi nokyMmeHTauuu Ha CK3H;

Collep)KaHHe Haxoisledcs B CBOOOJHOM JOCTyme [OOKYMEHTAUHH Ha
anmnapaTHble ¥ nporpamMMHuslie koMnoneHTs! CK3M u CO;

obmue cBefeHHs O 3alMIaeMoi MHPOPMALHMH, HCIOIB3YEMON B NpOLECcCe
skcrutyarauuu CK3U;

CBEICHHS O KaHalaxX CBA3M, 110 KOTOpHIM mepenaiorcs 3ammumaemsle CK3U
nepcoHanbHble JaHHBIE (Haliee — KaHall CBA3H);

BCE BO3MOXKHBIE NaHHBIE, IlepefaBaeMble B OTKPBITOM BHIE [0 KaHalaM
CBA3M, HE 3AIIHMILEHHBIM OT HECAHKUHOHHPOBAHHOIO AOCTyNa K HHGOpMaLMH
OpraHU3alMOHHbIMU M TEXHUYECKUMH MEPaMH;

cBelleHHs 000 BCeX NMPOABNSAIOMINXCA B KaHanax CBA3H, HE 3alMUIEHHBIX OT
HECAaHKLMOHUPOBAaHHOIO JOCTyna K MHpOpMallMM OpraHU3allMOHHBIMH U

TEXHUHECKMMH MepaMHU, HapylueHusax npasui skciyatauund CK3U u Cd;
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cBefieHHs 000 BceX NMpPOSBIAIOLIMXCA B KaHAlIaX CBfA3H, HE 3ALUMIIEHHBIX OT
HECaHKUMOHHUPOBAaHHOTO JOCTYna K HHPOpMalMM OpraHU3alMOHHBIMH U
TEXHHYECKUMH MepaMM, HEHCIIPaBHOCTAX M COOSAX anmapaTHBIX KOMIIOHEHTOB
CK3U u CO;

CBEEHUS, IMOJydYaeMble B pe3yJisTaTe aHalu3a JOOBIX CHUTHAalOB OT
annapartHbix KomrioHeHToB CK3U u C;

) IpUMEHEHHE:

HaxoAsLMXCA B CBOOOZHOM JOCTYNE WJIM HCHONB3yeMBIX 3a MpeaeiaMHu
kouTponupyemori 3oHpl AC u IIO, Brmoyas anmapaTHele M HpOrpaMMHBbIe
koMnoHeHTsl CK3U u CO;

crnenyanbHO paspaboranneix AC u I10;

3) HCTIO/IB30BaHHE HA 3Talle JKCIUTyaTaliid B KaueCTBE Cpeibl MEPEHOCa OT
cybbekTa Kk 00BeKTY (0T 06BEKTa K CyOBbEKTY) aTaku AEHCTBHH, OCYILECTBIAEMBIX
NpH NOATOTOBKE U (WJIH) MPOBEIEHHH aTAKH:

KaHaloOB CBS3H, HE 3aIUMIIEHHBIX OT HECAaHKUMOHMPOBAaHHOrO NOCTYNa K
MH(OpPMAIIMK OPraHU3aLMOHHBIMHI ¥ TEXHHYECKUMH MEPaMH;

KaHaJoB pacnpocTpaHeHHs CHTHAJIOB, CONPOBOXIAFOIMX
¢ynkuuonuponanvie CK3U u CO;

¥)IpOBEIcHHE Ha JTalme »JKCIUIyaTaldM aTakd M3 HHPOPMANHOHHO-
TEIEKOMMYHHUKAlIMOHHBIX ~ C€TeH, MJOCTym K KOTOPhIM He OrpaHH4YeH
ONpeNeNeHHBIM KPYIOM JIML, €CIM WHGbOPMAalMOHHbIE CHCTEMBI, B KOTOPBIX
ucnons3yroress CK3HM, UMeIoT BBIXO B 3TH CETH;

K) HCTIONIb30BaHME Ha 3Talle O9KCIUTyaTallid HaXOOAIUMXCsS 3a MpelesiaMH
kontponupyemoit 30Hel AC u IIO u3 cocraBa cpeacTB HHGOPMAaUMOHHOM
CHUCTEMBI, IIPUMEHAEMEIX Ha Mecrax 3kcruryartauvd CK3W (mamee — wmraTHbIe
cpencTBa).

11. CK3U xnacca KC2 mnpumeHsiotcs i HedTpanuzaluu arak, HOpH
CO3aHUM CcHOco0OB, TOArOTOBKE H IIPOBENEHHH KOTOPBIX HCIIONb3YIOTCS
BO3MOXXHOCTH M3 YHC/a NIEPEYHCIEHHBIX B MyHKTe 10 HacTosIero NOKyMeHTa U

He MeHee OJTHOH U3 ClIeoyIOHX JOIMOTHUTENIBHBIX BO3MOXXHOCTEH:
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a) IpOBEJIEHHE aTaKy [PH HaXOXJEHUH B Npefielax KOHTPOIUPYEMOH 30HBI;

0) npoBenenne atak Ha 3tane akciutyaranuu CK3H Ha cnenyromue 06beKThI:

nokyMenTaiuo Ha CK3H u komnonents! CP;

IMomeleHns, B KOTOPBIX HaXOIUTCA COBOKYNHOCTb TNpPOTPaMMHBIX U
TeXHHYECKAX  3JIEMEHTOB  CucTeM  00pabOTKM  MaHHBIX,  CHOCOOHBIX
(GYHKLMOHMPOBAaTh CaMOCTOSTENbHO HJIM B COCTaBe APYrMX CHCTeM (fajlee —
CBT), Ha xoTopsix peanusoBansl CK3U n C;

B) IOJlyYeHHe B paMKaX IPEeJOCTaBIECHHBIX [TOJHOMOYHMH, a TaKXxe B
pe3yibTaTe HabmoAeHul cienyomei HHGopMaLHu:

CBefleHHH 0 (QU3HYECKUX Mepax 3alMThl 00BEKTOB, B KOTOPHIX pa3MelleHBI
pecypcsl HHPOPMAIIMOHHON CHCTEMBI;

CBEleHHH O Mepax no o0ecrneyeHHI0 KOHTPOJHUPYeMOH 30HBI OOBEKTOB, B
KOTOPBIX pa3MelleHbl pecypchl HHHOPMaLMOHHOH CHCTEMBI;

CBEJICHHI O Mepax o pasrpaHHYeHHIO JocTyna B IIOMEILeHHs, B KOTOPBIX
Haxoaarcss CBT, Ha kotopsix peanusosanst CK3U u CO;

) HICTIOJB30BaHHE  IUTATHBIX  CPeICTB,  OrpaHHYEeHHOE  MEpaMH,
pealn30BaHHBEIMH B HH(OpMaLHMOHHOMN cucteMe, B koTopoil ucnons3yercs CK3U,
¥ HanpapJeHHBIMU Ha NPEAOTBpallleHHe H INpeceveHHe HEeCAaHKLUHOHHPOBAHHBIX
JeHACTBHH.

12. CK31 knacca KC3 mnpumeHstorcs I8 HeHTpaiM3alu¥ arak, OpH
CO3JaHHM CNoco0OB, IOATOTOBKE M MPOBEIEHHH KOTOPBIX HCIONB3YHOTCS
BO3MOXHOCTH M3 4HCJia NepeducieHHblx B myHkrax 10 u 11 HacTosmero
AOKyMEHTa ¥ He MeHee OJHOH U3 CliefyIomMX AOMOTHUTENbHEIX BO3MOXHOCTEI:

a) dusuyeckuit goctyn x CBT, Ha koTopbix peanu3zoBadbl CK3U u CO;

6) BO3MOXHOCTb pacrmonarath annapaTHeIMH KommoHeHTamn CK3U n CD,
OrpaHHYeHHass MepaMHM, pealH30BaHHbIMH B HH(OpPMAlMOHHOH cHcTeMe, B
xotopoit wmcmonedyercs CK3M, u HanpaBneHHBIMH Ha IIpeNOTBpallieHHe H
TnpeceyeHre HeCaHKLIMOHUPOBaHHbIX AeHCTBUH.

13. CK3MH knacca KB npuMeHstoTcs 1 HeHTpalu3alyy aTak, IpH CO3AaHUK

CI'IOCOGOB, TMOATOTOBKE H INPOBEACHHH KOTOPBIX MCIOJB3YHOTCA BO3MOXHOCTH U3
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yKCla NepedrcieHHbIX B MmyHKTax 10 — 12 HacToOsIIEro JOKyMeHTa M HE MeHee
OJTHOM U3 CJIEAYIOLIMX JOOIHUTEIBHBIX BO3MOXXHOCTEM:

a) co3JaHue Croco0oB, MOATOTOBKA M NPOBEACHHE aTaK C IPHUBJICYECHHEM
CIEUHaTUCTOB B O0JIaCTH  aHamW3a  CHTH&JIOB,  COINPOBOXAAIOLUX
dyuxuuonnposanne CK3U u CD, u B obnacTu HCIONB30BaHUS AN peajiM3alMy
aTaKk HelOKYMEHTHPOBAaHHBIX (HeJeK/IapUpOBaHHBIX) BOZMOXHOCTEH MPUKIA{HOTO
I10;

6) npoBenenne naboparopusix uccnenosanuit CK3H, ucmonbayeMsix BHe
KOHTPONMpYeMOH  30HBl, OrpaHHYEHHOE MepaMH{, pEalIH30BaHHBIMH B
MHPOPMaLMOHHON cHcTeMe, B koTopoii ucnonb3yercs CK3M, u HanpasieHHbIMU
Ha NpeJIoTBpPaILeHHE H NpeceyeHHe HECAaHKLMOHUPOBAaHHBIX JIEeHCTBHI;

B) IpoBefeHHe paboT IO CO3JaHHI0 CNOCOGOB M CPEACTB aTak B HAy4HO-
MCCJIEI0BATEJILCKMX LEHTpax, CIEeLUaTH3UPYIOIUXCs B 00nacTH paspaboTkM U
anamu3a CK3M u C®, B TOM YHClIe ¢ HCIOJL30BAaHHEM MCXORZHBIX TEKCTOB
sxonsuwero B CO npuxnagHoro 10, HenocpenCTBEHHO HCMONB3YIOLIEr0 BEI3OBEI
nporpamMMubix ¢yHkuuii CK3U.

14. CK3H knacca KA npuMeHsIOTCS Ui HEHTPaIU3alMK aTaK, Py CO30aHHH
cnoco6oB, NOATOTOBKE M NPOBEIEHHH KOTOPBIX HCIOJb3YIOTCH BO3MOXHOCTH M3
YMCJa TEpeYrCieHHble B NMyHKTax 10 — 13 HacToAlero JOKyMeHTa U He MeHeEe
OZHOH 3 CJIEIYIOMIMX JONONHHTENBHEIX BO3MOXHOCTEH:

a) co3gaHMe Croco6oB, NOATrOTOBKAa M MPOBEJEHHE aTaK C NPHBJIECYEHHEM
CHEUMANTUCTOB B oONacTd  MCMONB30BAaHMS  IJIs  peaiu3auMd  arak
HEIOKyMEHTHPOBAHHBIX (HeAEK/IapHPOBaHHBIX) BO3MOXHOCTEH cuctemuoro I10;

6) BOSMOXHOCTh ~ pacrojyiaraTb  CBEJEHHSMH,  COAEPKALIAMHCS B
KOHCTPYKTOPCKOM JOKyMEHTallM¥ Ha alapaTHble ¥ NPOrpaMMHBIE KOMIIOHEHTHI
Co;

B) BOSMOXHOCTb pacrionaraTh BCEMH anmnapaTHeIMH koMrnoneHtamu CK3U u
Co.
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15.B npouecce (OpPMHPOBaHMS COBOKYNIHOCTH IIPEATOIOXKEHHHM 0

BO3MOXHOCTAX, KOTOpBIE MOIYT MCIIONB30BaThCS IPH CO3JAaHMH CrocOoGoB,
MOArOTOBKE M NPOBEAEHHH aTak, JOMOIHHTEbHbIE BO3MOXHOCTH, He BXOSLLIKE B
YHCJIO MEPEYHCIIEHHBIX B IyHKTax 10 — 14 HacToAIIEro I0KyMeHTa, He BIUSAIOT Ha

nopsanok onpenenenus TpeGyemoro xiacca CK3H.

[I1. CocTaB u comepkaHie OpraHU3alHOHHBIX U TEXHHUECKUX Mep, He00XOMMMBIX
475 BBIONHEHUs ycTaHOBNEeHHbIX [IpaBurenscTBoM Poccuiickoit ®enepanuu
TpeGoBaHuUi K 3aIliTe MEPCOHANBHBIX JAHHBIX A 3 YPOBHS 3aLMIIEHHOCTH

16. B coorBeTcTBUM ¢ ImyHKTOM 14 TpeGoBaHuii K 3aliuTe NEPCOHANBHBIX
JaHHBIX U1 OOecredeHns 3 ypOBHA 3allHIIEHHOCTH NIEPCOHANBHBIX JaHHBIX IIPU
uX 06paboTKe B MHPOPMALMOHHBIX CHCTEMaX IIOMHMMO BBIMOJIHEHHS TpeOOBaHUI,
NpeayCMOTPEHHBIX IIyHKTOM 5 HacCTOSILEro JOKyMEHTa, He0OX0UMO BbINOIHEHHE
Tpe6OBaHUA O HA3HAYEHMH JODKHOCTHOTO NHIa (pabOTHHKa), OTBETCTBEHHOIO 32
obecnieyenre 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX B HHPOPMALIHOHHOH CUCTEME.

17. Ins BBINOJHEHUS TpeGOBaHHUs, yKa3aHHOro B MyHKTe 16 HacToslero
JOKyMeHTa, HeoOXOOMMO Ha3sHadeHHe 00Jajarollero NOCTaTOYHBIMHM HaBBIKAMH
JOJDKHOCTHOro jvua (paGoTHHMKA) onepatopa OTBETCTBEHHBIM 3a obecrnedeHHe
Ge30MacHOCTH NEPCOHANBHBIX NaHHBIX B HHPOPMALIMOHHOH CHCTEME.

18. [lna BhIMONHEHHs TpeGOBaHUS, YKa3aHHOTO B NOMIIYHKTE «I» MyHKTa 3
HACTOALIETO AOKYMEHTa, HeoOXOLUMO BMeCTO Mepbl, NpPeAyCMOTPEHHOM
NOANMYHKTOM «B» IyHKTa 9 HAacTOSIIEro JOKyMEHTa, WHCIONb30BaTh [JIs
obecneyerus TpeGyeMOoro ypoBHs 3alLMIIEHHOCTH NEPCOHANBHBIX AAHHBIX NIPH HX
o6paboTke B MHPOPMALIMOHHON CHCTEME:

CK3MU knacca KB u Bhile B ciy4asx, korga i ”HQOpMalMOHHON CHCTEMBbI
aKTyaJbHbl yTpO3bl 2 THIIA,

CK3U xnacca KCl u Belme B chyyasx, Korga Uil HHQOPMaUHOHHOM

CHCTEMBI aKTYaTbHBI YTPO3bl 3 THIIA.
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IV.CocTaB H cofiep’KaHKe OPraHM3aLMOBHEIX U TEXHHYECKHMX MEP, HEOOXOMMMBIX
114 BHITOJTHEHHS ycTaHOB/IeHHbIX [TpaButenscrBom Poccuiickoit denepannn
Tpe6oBaHuU K 3alIMTe NEPCOHANBHBIX AAHHBIX UIS 2 YPOBHS 3alMIIEHHOCTH

19. B coorBercTBMM ¢ NMyHKTOM 15 Tpe6GoBaHMil K 3allUTe NEPCOHAIBHBIX
JaHHBIX U1 obecredeHus 2 ypoBHSA 3alMUICHHOCTH NEPCOHANBHEIX AaHHBIX NpPH
ux 06paboTke B HHPOPMALHOHHBIX CHCTEMaX IIOMHMO BBINOJIHEHHs TpeOOBaHHUiA,
NpeayCMOTPEHHBIX NYHKTaMM 5 M 16 Hacrosfiero AOKyMeHTa, HeoOxommumo
BEINMOJIHEHHE TpeOoBaHHA O TOM, YTOOH JOCTYIl K CONEPXAHHIO 3NEKTPOHHOTO
XypHana cooOIweHni ObLT BO3MOXEH HCKIIOYHTENBHO IS JOKHOCTHBIX JIMIL
(paGOTHHKOB) oIlepaTopa WIM YIOJHOMOYEHHOIO JHMIA, KOTOPBIM CBEIEHHS,
coaepxalpecs B yKa3aHHOM JKypHale, HEOOXOAHMMBI Jjs  BBINOJHEHHA
cayeOHBIX (TpYAOBBIX) 00A3aHHOCTEI.

20. Ins BeimonHeHMs: TpebGoBaHMs, YKa3aHHOro B IIyHKTe 19 Hacrosmiero
HROKyMEHTa, Heo6X0auMO:

a) yTBEp)KI€HHE PYKOBOIMTENEM ONepaTropa CIHCKa JIHL, AOMYLIEHHBIX K
COAEPXKaHHIO 3JIEKTPOHHOrO XypHasa COOOIIeHHH, U MojlepXaHHe YKa3aHHOTO
CIIMCKa B aKTyalbHOM COCTOSHHUY;

6) obecnieuenve  HHYOPMALMOHHOH  CHCTEMBl  aBTOMAaTH3UPOBaHHBIMH
CpPEACTBAMH, DPErHCTPHPYIOIIMMH 3ampochl MOJb30BaTeNneit HHPOPMALHOHHOM
CHCTEMBI Ha IOJy4EeHHE NEPCOHANBHBIX AaHHBIX, @ TaKXke (aKThl IPefOCTaBJIEHH S
NepCOHANBHBIX JaHHBIX MO 3THM 3aIpocaM B 3JIEKTPOHHOM XKypHalle CoOOLIeHHIA;

B) obecneueHve  MHQOPMAUMOHHOH  CHCTEMBl  aBTOMaTH3HPOBaHHBIMHU
CPEACTBaMH, HMCKJIOYAIOIIMMH JOCTYNl K COAEPXKAHHIO 3NEKTPOHHOIO XypHana
COOOIIEeHUH UL, He yKa3aHHBIX B YTBEP)KAEHHOM PYKOBOAHUTENEM oOneparopa
CIIHCKE JIULI, JONYILEHHBIX K COAEPXKaHHIO 3IEKTPOHHOT0 XKypHalla COOOILEHH;

r) obecneyeHne NMEPHOOUYECKOTO KOHTPONIA paboTOCIOCOOHOCTH YKa3aHHBIX
B NOAMYHKTaX «6» M «B» HACTOALIETO ITyHKTa aBTOMaTU3HPOBAHHBIX CPEACTB (HE
pexe 1 pasa B monroza).

21. ind BBINONHEHHS TpPeGOBaHHUA, YKa3aHHOI'O B IOANYHKTE «I» NyHKTa 5
HacTOSILIEro NOKyMEHTa, HeoOXOAMMO BMECTO Mep, HNpeRyCMOTPEHHBIX

NOJIMYHKTOM «B» ITyHKTa 9 ¥ NMyHKTOM 18 HacTosIero JOKyMeHTa, HCIOb30BaTh
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Ina obecrieyeHns TpeOyeMoro YpoBHS 3alIMIIEHHOCTH NEPCOHAIBHBIX MaHHBIX
npH Ux 06paboTke B HHPOPMALIMOHHON CHCTEME:

CK3U knacca KA B cnyvasx, xorma Ans HHGOPMALHOHHOA CHCTEMbI
aKTyaJbHBI Yrpo3sl 1 Tuna;

CK3HU knacca KB u Bhlle B cnyyasx, Koraa ais HHGOpMalMOHHOH CUCTEMEI
aKTyaJlbHB! YTPO3bl 2 THIA,

CK3U xnacca KC1 u Bellle B cHy4asx, Koraa s HHGOPMalHMOHHON

CHCTEME! aKTYalbHBI YIpo3bl 3 THIA.

V. CocraB U cofepaHuie OpraHH3alUOHHBIX H TEXHHYECKHX Mep, He06XOIUMBIX
JU1A BBINOJIHEHHUS yCTaHOBNeHHBIX [IpaBuTenscTBoM Poccuiickoit denepauuu
TpeGOBaHHii K 3alITE NIEPCOHANIBHBIX AaHHBIX U1 | YPOBHSA 3alHILEHHOCTH

22.B cooTBeTcTBHH ¢ IyHKTOM 16 TpeGoBaHMi K 3alUTe MEPCOHAIBHBIX
JaHHBIX Ui obecrnieyeHUs | ypoBHS 3alllHIIEHHOCTH IEPCOHANBHBIX JAHHBIX IPH
HX 06paboTke B HHGOPMALIMOHHBIX CHCTeMax NIOMUMO BBINOJIHEHHS TpeGoBaHMiA,
NpefyCMOTPEHHBIX MyHKTaMH 5, 16 u 19 Hacrosmero noKymeHTa, Heob6xonuMo
BBHINOJIHEHHE CIIeNYIOIUX TpeOOBaHHIA:

a) aBTOMaTUYECKasi PEerucTpalls B MEKTPOHHOM XXypHaie 0e30MacHOCTH
H3MEHEHHs IMOJJTHOMOYMH COTpyJHHKA Omeparopa IO IOCTYNy K IEpCOHAIBHBIM
NaHHBIM, COAEPKaLIMMCA B HHPOPMaLIHOHHOMH CHCTEME;

0) co3naHHe OTAENBHOro CTPYKTYPHOrO MOZApa3sieeHHs, OTBETCTBEHHOTO 3a
obecrnieyenne 6e30MacCHOCTH NEPCOHANBHBIX JAHHBIX B HHYOPMALIMOHHOM CHCTEME,
nu6o BO3NOXEHHMe ero (YHKUMH Ha ONHO M3 CYILECTBYIOIIMX CTPYKTYPHBIX
noapasaesieHu .

23. [Ins BBINOJHEHUS TpeOOBaHHSA, YKa3aHHOTO B MOAIMYHKTE «a» ITyHKTa 22
HacTOAIIEro AOKYMEHTa, He06X0aUMO:

a) obecnedyeHe  MHOOPMALMOHHOM  CHCTEMBI  aBTOMAaTH3UPOBaHHBIMH
CPEACTBaMH, MO3BOJIAIOLIMMH ABTOMAaTH4ECKH PErHCTPUPOBATh B JJIEKTPOHHOM
XypHane 6e30macHOCTH M3MEHEHHs IOJNHOMOYUIl COTpPyIHHMKa oneparopa IO

JOCTyIy K NEpCOHANILHBIM JaHHBIM, COepXKALIUMCS B HH(HOPMALHOHHOMN CHCTEME
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6)oTpakeHME B ONEKTPOHHOM JKypHajne Oe30IacHOCTH MNOJTHOMOYHMMH
COTPYAHMKOB OIlepaTopa NEPCOHATBHBIX NAaHHBIX MO JOCTYMY K IepCOHAJIbHBIM
JaHHBIM, COAEpXKalUMMCs B MH(OPMALIMOHHOHN cHcTeMe. YKa3aHHBIE NOJTHOMOYHS
JOJKHBI COOTBETCTBOBATh JONKHOCTHBIM 00S3aHHOCTAM COTPYAHUKOB OIl€paTopa,;

B) HA3HAYEHHE OMEPaTOpPOM JIMLA, OTBETCTBEHHOrO 3a NepPUOAUYECKMIM
KOHTPOJIb BeJEHUS OIEKTPOHHOIO >XypHana Oe30macHOCTM M COOTBETCTBHS
OTPaXXEHHBIX B HEM IIOJHOMOYMH COTPYJHHUKOB OINEpaTopa HX HOKHOCTHBIM
obs3aHHOCTAM (He pexe 1 pa3a B Mecsl).

24. [ins BBINONHEHMs TPeOOBaHHUSA, YKa3aHHOTO B MOAIYHKTE «0» NMyHKTa 22
HaCTOSILIETO JOKYMEHTa, Heo0X0MuMo:

a) IPOBECTH aHANM3 11€16CO06PA3HOCTH CO3NaHHs OTAENBHOIO CTPYKTYPHOTO
nofpasjeneH s, OTBETCTBEHHOro 3a obecneueHne 0e30MacCHOCTH MEPCOHAIBHBIX
OaHHBIX B HHPOPMaLIMOHHOH CHUCTEME;

6) co3naTe OTAENBHOE CTPYKTYpHOe HoJpasielieHHe, OTBETCTBEHHOE 3a
obecnieyeHre 6e3011aCHOCTH NMEPCOHANBHBIX JaHHBIX B HH(OPMALIMOHHOM CHCTEME,
GO BO3NOXHUTH €ro (QYHKUWM Ha OJHO M3 CYLIECTBYIOLIMX CTPYKTYPHBIX
nojpasieseHui,

25. 1ns BBIMONHEHUs TpeGOBaHMsA, YKa3’aHHOTO B MOAIMYHKTE «a» MyHKTa 5
HaCTOSINErO JOKYMEHTa, gnd obecredeHus | ypoBHS  3alMIEHHOCTH
HeoOXonuMo:

a) obopynopats oxHa IlomelleHMH, pacHoNOXeHHbIE Ha NepBBIX M (HIH)
MOCHENHMX 3Taxax 3HaHMHM, a TakKe okHa [loMemleHWH, HaxoAsmIHECS OKOJIO
NOXAPHBIX JIECTHHLl M APYIHX MECT, OTKyJa BO3MOXHO IPOHMKHOBEHHE B
[ToMeIeHns: MOCTOPOHHUX JHL, METAIIHYECKMMH pEUIeTKaMH MM CTaBHAMH,
OXpPaHHOH CHTHaJW3alMeH WM JPYTMMH CpeNCTBaMH, IpPENATCTBYIOIIHMHM
HEKOHTPOJIUPYEMOMY NIPOHHUKHOBEHHIO [IOCTOPOHHUX JIML[ B [IOMELIEHHS;

6) o6opynoBate OkHa u ABepH [ToMellueHHi, B KOTOPBIX pa3MeLIeHb! CepBephI
HHQOPMaLlUOHHOM  CHCTeMBI, METANIMYECKUMH  pelIeTKaMH, OXpaHHOM
CHrHaJIu3auue WIH JIpYTHMH CpeICTBaMH, NPEeNsTCTBYIOIUMH

HEKOHTPOJUPYEMOMY MMPOHHUKHOBEHUIO [TIOCTOPOHHHUX JIML B MOMEILCHHUA.
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26. Jlns BHIMOJMHEHHs TpeOOBaHMS, YKa3aHHOrO B MOJIMYHKTE «I» IIYHKTa 5

HACTOSILIEro [JOKYMEHTa, HeoOXOAMMO BMECTO Me€p, INPEeAyCMOTPEHHBIX
TOANMYHKTOM «B» MyHKkTa 9, nyHkramMH 18 ® 21 HacToflero MOKymeHTa,
HCTIONB30BaTh JUIA  oOecrredeHus TpeGyeMoro ypoBHsS  3aLIMIIEHHOCTH
NEPCOHANBHBIX AaHHBIX NPH HX 06paboTke B HHOOPMALIMOHHON CHCTEME:

CK3U knmacca KA B cinyyasx, korga i HH(QOPMAIIMOHHOH CHCTEMEI
aKTyansHbl yrpo3sl 1 Tuna;

CK3H xnacca KB u BhilIe B ciyyasx, KOrAa s HHOPMaLUMOHHOH CHCTEMBI

aKTyaJbHBI yrpo3sl 2 THNA.



